
Ban ALPRs

ALPRs Compromise Privacy

The nationwide privacy debate surrounding tracking
technology is clear: mass surveillance is a threat to civil
liberties [22, 17]. Flock’s product, Freeform, exemplifies
this danger [19]. The slogan “Type What You Know.
Find What You Need.” and example searches such as
“blue shirt and cowboy hat” or “woman with red hand-
bag”, reveal a tool that is as invasive as possible. When
paired with ubiquitous street cameras, these wide nets
ensure that every one of us is eventually tracked, cata-
loged and scrutinized.

ALPRs Compromise National Secu-
rity

Data from a hacked border-crossing database allowed
European journalists to unmask a GRU spy who was at-
tempting to infiltrate NATO [21]. While this intelligence
provided a defensive benefit, imagine that database was
in the hands of a hostile nation. Flock is constructing an
exponentially more detailed record of everyone’s move-
ments across the country. The threat isn’t limited to
opportunistic criminals; the most sophisticated actors
are state-sponsored groups operating on behalf of rival
nations [10, 23].

Data Attracts Hackers

Hackers love large, centralized databases. The value
they can generate from selling data, or otherwise ex-
ploiting it, grows with the amount of data they obtain.
This simple fact means anywhere that data is central-
ized will be subject to frequent attacks. 170m social
security numbers were exposed in the National Public
Data breach [1]. Cambridge Analytica exploited Face-
book to gain data on 32m US users [1]. 40m payment
card records were exposed in a Target hack [1]. Recently,
153m drivers licenses were exposed when an identity ver-
ification service was hacked [11, 20]. Flock is yet another
company putting our data at risk for their profit.

Flock Is Insecure

In 2025 a single security researcher found multiple, sig-
nificant vulnerabilities in Flock’s Falcon cameras [8, 5, 7,
4, 3, 6]. In 2026, hackers successfully breached the data
within a Flock camera [13]. The logs they recovered re-
vealed that the camera system was tracking people, not
just license plates. The rate of vulnerability discovery
isn’t going to slow down any time soon, in fact AI is
speeding it up. Security researchers are seeing a grow-
ing storm of new vulnerabilities and hacks [18].

Flock Will Expand Their Capabilities

As roadside installations become saturated, Flock will
naturally expand its capabilities to maintain growth.
The rapid pace of AI development will only accelerate
this expansion. AI enables Flock to engineer new prod-
ucts faster and, more critically, it enhances their tracking
power. Leonardo, another mass surveillance company, is
already capable of tracking the identity of individuals in
a passing car [16]. This ongoing increase in capability
makes Flock an irresistible target for hackers, ensuring
that any major breach will have catastrophic fallout.

Flock Is Not Unique

Insight LPR, which is partnered with Axon, and Mo-
torola Solutions both have mature ALPR systems avail-
able [12, 9, 14]. OpenALPR is an open source ALPR
suite [15]. Open source software can easily be copied
or directly used by another company. That means that
Flock’s core business, automatic license plate readers,
doesn’t have much, if any, technological moat. Simply
banning Flock leaves room for another company to creep
in and do the same thing.

Ban ALPRs

ALPR technology erodes privacy and will always be lu-
crative to hack. To protect our community, Frenchtown
must adopt an ordinance similar to Ypsilanti’s ordinance
1401 and ban automatic license plate reader technology
[2].
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